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In recent surveys, the lack of a reference dataset for The dataset contains time series for several identifiers:
network traffic forecasting and anomaly detection is * [P addresses (original)
described as the crucial obstacle related to perfor- . Institutions

mance evaluation. Additionally, real-world datasets
used in the evaluation are not publicly available due
to privacy concerns.
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The dataset contains time series aggregated per several aggregation intervals:
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Overall data that were transmitted on the CESNETS3 network and are captured in the dataset:
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than 275,000 active IP addresses, assigned to a wide Aggregation Average number of active time windows [%]
variety of devices, including office computers, NATs,

servers, WiFi routers, honeypots, and video-game

consoles found in dormitories. Moreover, the dataset

IS also rich in network anomaly types since it con- AN 0 MA LY D ETECT' 0 N SYSTE M

tains all types of anomalies, ensuring a comprehen-

sive evaluation of anomaly detection methods.
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. . ISP network CESNET3, where the system was in the :
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Open Challenges

1. Many forecasting models can be computationally intensive, making it difficult to scale them for large datasets
or in real-time applications. Optimizing models for efficiency while maintaining accuracy is crucial.

2. Many advanced forecasting models, especially deep learning-based ones, can be seen as black boxes. Pro-
viding explanations for why an anomaly was detected is critical for gaining trust from stakeholders and enabling
informed decision-making.
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CTU in Prague, grant No. SGS23/207/0HK3/3T/18 funded by the MEYS of the Czech Re- 3. Alerts should not only indicate that an anomaly has occurred but also provide context. Understanding the

puble potential causes and implications of an anomaly is essential for effective response and mitigation.

4. In real-world systems, multiple anomalies can occur simultaneously. Developing methods to assess the corre-
lation between different alerts and understand their combined impact is crucial for prioritizing responses.
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